November 2016

A NPO™ A 2016 11
CAA

=AY MY A .188

No.188p 2016 114 PT10A4 25V d At

YMAITS YMANT ©

47




November 2016

AD  Ctl fTn+NAV N

T4 MAdN T p | Té&

=+

O e e e e, 1
§

é K > T USSR 3
$
$ S

B K e e e s é
3 S
§ < 3 > 8§

B K /Tl e e e e, 10
3 216 S
<

E K e e e e, 12
§ 2016 SAAJ / JISTA S /

B K 0 e e e e 24
$ 28 S
3 )

i KMV 1n~ N e e 25
§ S
$ S

i K (D D) e e e 27
$ S
$ S
3 )

| K /I W TPV VPRRPTRTN 30



November 2016

2016. 10

" & YMAyq 7 A1 S

IT 6
IT IT 1
IPA “ AU
IT 2
IT IT
1
IT (JIS Q38500:2015 ) JIS Q27014:2015
6 6
2




November 2016

2016. 10

"9 ESAMNKMYInAMIiVMYANTKkAVIINS NAnupY M

A

A

n

PS

Risk-focused

Forward -looking




November 2016

2016. 10
§ YMY1 Y7 s a S
0557
IT IT 6
6 IT
IT
IT
IT IT IT
IT 187
IT IT

IT
SAAJ IT
117
(1) JISQ38500 2015
IT IT
(2) 1SO38500 ISO38500 2015

(1) JISQ38500 ISO38501,38502  38504,38505
JISQ38500 [1S0O38500 2008 JIS ISO38500

2015
(3) ISO38503  Assessment of the governance of IT ISO
IT ISO
2




November 2016

2016.1 0
S A 7T Y MATkANAMT T4 P A T YMAT Tk YT 8<HY 34> S
1566
173 177 2014 8 4 (
)
2016 1
§1.
2014 8 4 (
3 )
Web (Load Balancer)
3
) o) N A7 AT
i A 77 Ae N 0"~ - "
1.
2. DB Web o} o}
2015 6 o] 0
3 ( )
SPF(Single Point of Failure)
§2.
1 ( )
5



November 2016

(2014 10 2015 3
2016 10 )
10 2015 3
177
- B 4 o & 6
i MTTR
§3.2016 3
2016 3
ClO
§4.2016 10
2016 10
ClO
«C )
N N
AODAN" a A
( )
v - OANT

2015 10 2016 3
( ) 2014
173 2015 10
3 2015 J 647 Y M
TN N N N A 0 X
ICT
Clo
(CSA)
(CSA)
(CSA)
adA
A a
N T




November 2016

§5.
DB
2018
2018
§6.
i AT
.6 6 wij A L Xi TANT d AX IT {4
s T D 35X 7779
(
IT ITAC(IT
) DB
1. 2020 5 )
2022
2.IFRS( )




November 2016

1
8 J-LIS
69
YMy1 Y7 T e & 06"’ I 6
( )
<< >>
1 IT (
http://www.saajk.org/?cat=76
2. IT (
http://www.saajk.org/wordpress/wp -content/uploads/saaj 20130706 _thesis04.pdf
3. loT/M2M ( )
http://skansanin.com/saaj/201503/201503SAAJKaihoNr168_tokol.pdf
4, (
5. SAP IFRS ( 29 X )
6. 4 (2016 2 ) ( )
7. IFRS "In Varietate Concordia ", EU
( 2015 7 ,Amazon )
8. IFRS (Ver2)  "In Varietate Concordia ", EU
( 2015 9 , Amazon )
9. IFRS (Ver3)  "In Varietate Concordia ", EU
( 2016 3 , Amazon )
10. IFRS (Verd)  "In Varietate Concordia ", EU

( 2016 11 , Amazon )



http://www.saajk.org/?cat=76
http://www.saajk.org/?cat=76
http://www.saajk.org/wordpress/wp-content/uploads/saaj_20130706_thesis04.pdf
http://skansanin.com/saaj/201503/201503SAAJKaihoNr168_toko1.pdf

November 2016

2016.10
5 216 A A { K
$ a> " wy’ 9 n T AMNMJdA4ni S
2581
2016 7 18 30 20 30
10cm
PC
PC
12 8 12

10




November 2016

2014
2
2015
2
USB
USB
KB PC
PC
1 PC PC

Pass-the -Hash

SE

VBA

USB PC

Windows

USB

PC IP

systeminfo

PC

90%

Windows

oS

11



November 2016

SNS

CMS

PC

Windows10

oS

CMS

0N

Web

PC

CMS

12

SE



November 2016

Kill Chain

Chain

FIRAE

Reconnaissance

HIRE

Weaponization

T
Delivery

I)27'04h

Exploitation

RiE

Installation
iRk i
c2

1T

Action on Objectives

D

Web¥ Ak
SEBOAFRME
- fAER

BEA(O—F
cBEOHD
a—F%

EREIA—)L
o« FATFAL
o RXFZ)UY

TILYITiEE
o KOw/N—
cBREER

INYORT
+ Bot, RAT
o FR%0[E B¢

B {ETEIL
EEBEE

cE—ay

EHER)
* AR~ FE T
« RIS

in A i,

Kill Chain

CMS
Web

APT Advanced Persistent Threat

&1
Q=% 2715
i A

TILITT
« RTAIEBED 7
1)L

RSAT A5
va—k
- B

RIZEH
- BF-EHSE
s §oyn—k

EE1t
- HEHE
s For)LEE

HAN Frr LB
- B
« BERE

Fr3)LEM
X ERBRE
RAk

Kill Chai nS

BREVA+
« SBHREIRR
* (rEfF

TYNYYATA
o THOUMRG
o Web#{MESE

WebH Ak

* iframe

- B A

Y- nN-TBE
S BTN
cBIFAIL

R4

* Pass-the-Hash
- iESS1EFI A

AEPERAE
+ SMBRARE
s Ja—EvY

mEEROERE
A a2 | 4
« BFS1E

SNS-T a4
- N8
- XRBE

IR EREE
¢ ID. WARD-}

* Active Directory

EE{e D
* Startup &%
- BESHEE

Qi

Kill

REkL—3>
« SHERARR
* a5t

13



November 2016

Original Reporter
CSIRT Computer Security Incident Response
Team CSIRT CSIRT
CSIRT

CSIRT
CSIRT

14



November 2016

CSIRT

Protect

Respond

ISMS

15



November 2016

2016.10
o $ 4 A & T sxoe00° ~-° 060G I1T MY N 4K kO Y 74 S
0557
2015
59 2016 9
59
2016 5 27
2016 5 27
http://1.33.170.249/saajpmsHoritsu/000PIPHoritsu.html
e A a T
559 p~ P p T KY:2 iT 5 P
EU GDPR General Data Protection Regulation EU

EDPB: European Data ProtectionB  oard
DPA: Data Protection Authority

data subject
EU

JIPDEC)

16


http://1.33.170.249/saajpmsHoritsu/000PIPHoritsu.html

November 2016

560 p o P b 1~ KY: i
12
561 p7 4s P P LT KY2 i
2016 5 27

17




November 2016

2016 9
TTTTT
62
563 P P p 17 KY NPT 5
4
TTTTT
64 65 66 67
568 pit P p 7 KY NPT 5
2

18




November 2016

569 p “ P pA T 5 P
2
3
4
2003 7

70 71 72 73
574 p 7 NAP pAT i T Y P

2016 7 15

http://1.33.170.249/saajpmsHoritsu/000PIPHoritsu.html

SAAJ http://www.saaj.or.jp/shibu/kojin.html

NPO ]

19


http://www.ppc.go.jp/enforcement/minutes/2016/201600715/
http://www.ppc.go.jp/enforcement/minutes/2016/201600715/
http://1.33.170.249/saajpmsHoritsu/000PIPHoritsu.html
http://www.saaj.or.jp/shibu/kojin.html

November 2016

2016.10
NATT ™ A § 2016 U~ SAAIAN AT A JISTA A A AN NS
sA 7 A i NAMT NNAMY &k U S
1732 /
2016 SAAJ / JISTA
2016 9 24 ( )13:30 25 ( )12:00
ORE 11
SAAJ / IT (JISTA)
ITC
SDN
SAAJ
SAAJ / JISTA
ICT
SAAJ

18

SDN
SAAJ
SDN(Software Defined Networking)

20



November 2016

( ) No.808

( ( ) N0.1732
SAAJ JISTA ITC

(1)
)

21



November 2016

®3)
(4)

)
(5)

(1)
@ (
®3)
(4)

22



November 2016

( ) No.615

1)

)

®3)

19

23



November 2016

2016. 10
a p 201 6.902016. 10P
] 28
9 15 28
1,951 405
99
Js
A 4n1 P)
2,500
356
2,000 1,951
1,507 /

1,500 / 1,472

1,000 /

500

/35
0
H26 H26 H27 H27 H28
A AnA N VR A
100% - —
80%
[ ]
60%
(] = Excel
40%
= Word
(1]
20% =
0%
H26 H26 H27 H27 H28

https://www.npa.go.jp/kanbou/cybersecurity/H28 kami_jousei.pdf

https://www.ipa.go.jp/security/anshin/mgdayori20160929.html

24



https://www.npa.go.jp/kanbou/cybersecurity/H28_kami_jousei.pdf
https://www.ipa.go.jp/security/anshin/mgdayori20160929.html

November 2016

2016. 10
§ NI Y JdANkVYYIn 5 A S
X SAAJ A {p40P
2016 11 15 18:30 20:30

http://www.saaj.or.jp/kenkyu/kenkyu/218.html

XO006YMAAM

Ya MV1np4dP

2016
9:30

11 17 11 18
17.00

http://www.saaj.or.jp/kenkyu/jissenseminar/jissenseminar29.html

XO00Q86~ MA4n {p P

2016

11 5 13:00 17:00
601

DevOps

http://www.saaj.or.jp/shibu/chugoku/nishi_godo_kenkyu2016.html

25



http://www.saaj.or.jp/kenkyu/kenkyu/218.html
http://www.saaj.or.jp/kenkyu/jissenseminar/jissenseminar29.html
http://www.saaj.or.jp/shibu/chugoku/nishi_godo_kenkyu2016.html

November 2016

2016. 10
§ 4 A0 Y dAkdY1n 5 A S
XYMA1 T4 07 YduM 1p406P
2016 10 28 10:00 17:00
IT
http://mww.sysaudit.gr.jp/taikai/2016taikai.html
XITGlJapan Vd M1 4dMp40P
2016 11 14 10:00 17:40
10 IT 10
Al
[ ] CSO
CSR
SOE SOR
http://itgi.jp/conf201611/



http://www.sysaudit.gr.jp/sympo/sym29youshi.html#kichou
http://www.sysaudit.gr.jp/taikai/2016taikai.html
http://itgi.jp/conf201611/

November 2016

2016.10
{9 f § J\ NO” "7 8
1760
2017 2016 12 1
http://www.saaj.or.jp/gaiyo/kaiin_kitei.pdf
2017
10,000
10,000. - 100,00 0.-
2017 2
2017 4
http://www.saaj.or.jp/toiawase /index.html
00110 -5-352357
DA 2258882
No
2016
2016 2016 12 31
http://www.saaj.or.jp/kenkyu/index.html
3,000
3,000/
NPO

http://www.saaj.or.jp/toiawase /index.html

27


http://www.saaj.or.jp/gaiyo/kaiin_kitei.pdf
http://www.saaj.or.jp/toiawase/index.html
http://www.saaj.or.jp/kenkyu/index.html
http://www.saaj.or.jp/toiawase/index.html

November 2016

2016.10

AN

@0 0000 0

http://lwww.saaj.or.jp/index.html

.
S
N
|
’i

http://lwww.saaj.or.jp/gaiyo/kaiin_kitei.pdf

http://www.saaj.or.jp/members/henkou.html

http://lwww.saaj.or.jp/nyukai/index.html

http://lwww.saaj.or.jp/shibu/index.html

http://www.saaj.or.jp/shuppan/index.html

http://www.saaj.or.jp/kenkyu/index.html

100

STEP-UP

CSA http://www.saaj.or.jp/csal/index.html

http://www.saaj.or.jp/members/kaihou_dl.html

http://www.saaj.or.jp/members/kaihouinfo.pdf

http://www.saaj.or.jp/toiawase/index.html

28



http://www.saaj.or.jp/index.html
http://www.saaj.or.jp/gaiyo/kaiin_kitei.pdf
http://www.saaj.or.jp/members/henkou.html
http://www.saaj.or.jp/nyukai/index.html
http://www.saaj.or.jp/shibu/index.html
http://www.saaj.or.jp/shuppan/index.html
http://www.saaj.or.jp/kenkyu/index.html
http://www.saaj.or.jp/csa/index.html
http://www.saaj.or.jp/members/kaihou_dl.html
http://www.saaj.or.jp/members/kaihouinfo.pdf
http://www.saaj.or.jp/toiawase/index.html

November 2016

§ O006 VAA4 S KAAD, NTA 2016.10
2016 n n n n n
10 13 7 217 16
22 SAAJ
11 10
13 11/30 12,19,26 CSA 5-6
1/6 ) 15: 218 in Matsue
18 2017 17 18 29
25
30 20 CSA ASA
1/2  1/31
29 IT
30 CSA
12 1 2017
8 2017
16 15 CSA/ASA
12 1/9 ) 1/1 1/31
15 16 CSA
19 2016
1 9 16 00 1-31 CSA ASA
12 6
28 2016 20 CSA ASA
30 2/1 3/31
31 25 SAAJ
2 2 1 3/31 CSA ASA
27 24 16
28
3 1 NPO CSA ASA
6
9
2015
4 14 CSA ASA
17
30 25 212
5 12 CSA
26 26 213
26 27 28
2
6 9
14 10 CSA 2015/6/3 NPO
15
30 7114 21 214
30
7 5 20 CSA ASA
14 8/1 9/30 14
20 CSA
26 215
8 1 CSA ASA 9/30
27
9 8 7 216 24-25 SAAJ
15-16: 28 JISTA in
Nagoya

29



http://www.saaj.or.jp/kenkyu/kenkyu/217.html
http://www.saaj.or.jp/kenkyu/jitsumuseminar/jitsumuseminar28.html
http://www.saaj.or.jp/kenkyu/jitsumuseminar/jitsumuseminar28.html
https://www.jitec.ipa.go.jp/1_02annai/h28aki_exam.html
http://www.saaj.or.jp/kenkyu/jissenseminar/jissenseminar29.html
http://www.saaj.or.jp/kenkyu/jissenseminar/jissenseminar29.html
http://www.saaj.or.jp/shibu/chugoku/nishi_godo_kenkyu2016.html
http://www.saaj.or.jp/shibu/chugoku/nishi_godo_kenkyu2016.html
http://www.saaj.or.jp/kenkyu/kenkyu/216.html
http://www.saaj.or.jp/kenkyu/jitsumuseminar/jitsumuseminar28.html
http://www.saaj.or.jp/kenkyu/jitsumuseminar/jitsumuseminar28.html

November 2016

2016.10

2016
11 1
xX EK { ~ 1 MAdAT P~
PDF URL http://www.skansanin.com/saaj/
PDF

URL  http://www.skansanin.com/saaj/

http://www.skansanin.com/saaj/

Word
Word

30


http://www.skansanin.com/saaj/
http://www.skansanin.com/saaj/
http://www.skansanin.com/saaj/

November 2016

x X A i p 2015.3.12 &4 P
Word
saajeditor@saaj.jp
(
15
N
https://www.saaj.or.jp/members_site/KaiinStart
| NPO
103-0025
]
http://www.saaj.or.jp/toiawase/
|
|
http://www.skansanin.com/saaj/register
| g |
saajeditor saaj.jp
Copyright(C) 1997 -2016 NPO

31



mailto:saajeditor@saaj.jp）宛に送付
http://www.saaj.or.jp/gaiyo/teikan20160222.html
https://www.saaj.or.jp/members_site/KaiinStart
http://www.saaj.or.jp/toiawase/
https://www.saaj.or.jp/members_site/KaiinStart
http://www.skansanin.com/saaj/register

