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ADV200001 | Microsoft Guidance on Scripting Engine Memory Corruption

Vulnerability
Security Advisory

Published: 01/17/2020 | Last Updated : 02/18/2020

Important Microsoft has completed the investigation into a public report of this
vulnerability. We have issued CVE-2020-0674 - Scripting Engine Memary Corruption
Vulnerability to address this vulnerability. For more information about this issue, including
download links for an availzble security update, please review CVE-2020-0674.

A remote code execution vulnerability exists in the way that the scripting engine handles
objects in memory in Internet Explorer. The vulnerability could corrupt memory in such a way
that an attacker could execute arbitrary code in the context of the current user, An attacker
who successfully exploited the vulnerability could gain the same user rights as the current
user. If the current user is logged on with administrative user rights, an attacker who
successfully exploited the vulnerability could take control of an affected system. An attacker
could then install programs; view, change, or delete data; or create new accounts with full
user rights.

In a web-based attack scenario, an attacker could host a specially crafted website that is

designed to exploit the vulnerability through Internet Explorer and then convince a user to
view the website, for example, by sending an email.

Security Updates

On this page
Executive Summary
Exploitability Assessment
Security Updates
Mitigations
Workarounds

FAQ

Acknowledgements
Disclaimer

Revisions

To determine the suppart life cycle for your software version or edition, see the Microsoft Support Lifecycle.
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Figure 1. The shadow market and its place in the cybercriminal world
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Exploiting (Almost) Every Antivirus
Software

Summary

tivirus software is supposed to protect you from malicious threats, but what if that

ion could be silently disabled before a threat can even be neutralized? What if
at protection could be manipulated to perform certain file operations that would allow
e operating system to be compromised or simply rendered unusable by an attacker?
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RACKSI Labs has come up with o unigue but s p| ethod of u J directory junctio
(Windo ) nd symlinks (macO$ & Linux) to turn almost every antivirus software into
elf-destructive tools.
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